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Copyright 20216 Blacksands, Inc. All rights reserved. Contents and terms are
subject to change by Blacksands without prior notice. Reproduction or
transmission of this publication is encouraged.

Trademarks

Blacksands® and certain other marks are registered trademarks of Blacksands,
Inc., in the U.S. and other jurisdictions, and other Blacksands names herein may
also be registered and/or common law trademarks of Blacksands. All other
product or company names may be trademarks of their respective owners.
Performance and other metrics contained herein were attained in internal lab
tests under ideal conditions, and actual performance and other results may vary.
Network variables, different network environments and other conditions may
affect performance results. Nothing herein represents any binding commitment
by Blacksands, and Blacksands disclaims all warranties, whether expressed or
implied, except to the extent Blacksands enters a binding written contract,
signed by Blacksands authorized executive with a purchaser that expressly
warrants that the identified product will perform according to certain expressly-
identified performance metrics and, in such event, only the specific performance
metrics expressly identified in such binding written contract shall be binding on
Blacksands. For absolute clarity, any such warranty will be limited to
performance in the same ideal conditions as in Blacksands internal lab tests. In
no event does Blacksands make any commitment related to future deliverables,
features or development, and circumstances may change such that any
forward-looking statements herein are not accurate. Blacksands disclaims in full
any covenants, representations, and guarantees pursuant hereto, whether
express or implied. Blacksands reserves the right to change, modify, transfer, or
otherwise revise this publication without notice, and the most current version of
the publication shall be applicable.

Please report errors or omissions in this or any Blacksands technical document
to techdoc@blacksandsinc.com.
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1. Introduction

Blacksands patented Separation Powers Architecture enables a zero-trust environment
to create simple, secure and scalable connections between devices and

services. Blacksands Secure Connection as a Service (SCaaS) provides encrypted
point-to-point connections without touching your data.

There are four key aspects of the Blacksands SCaaS solution: Deploy, Manage, Secure
and Audit. Our solution is designed to be simple to Deploy requiring only a couple
hours to set up the SCaaS environment in most scenarios. It is easy to Manage with
our simple user interface and Stakeholder Management control. It is highly Secure
utilizing our Virtual Receiver (/Receiver) to create an invisible edge and our Separation
of Powers architecture to create a dynamically encrypted point-to-point connection.
And it provides near real-time Audit capability to understand the who, what, when and
where of every connection.

This assessment will ensure smooth installation and clear team expectations.
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2. Basic Architecture

The Blacksands Separation of Powers architecture is predicated on splitting up how
authorizations are performed. Our zero-trust environment requires all connections to be
authorized. With the Blacksands architecture we have Receivers, Authorizers and the
Blacksands Private Management Cloud.

2.1. Authorizer - forward facing identification system

2.2. Manager - invisible, external cloud management system

2.3. Receiver - invisible, software edge appliance

2.4. Certificates - unique industry standard X509v.3 certificates for every user device

With our Separation of Powers architecture, the SCaaS solution is designed to invert
the typical internet connectivity process. Instead of the standard Trust but Verify
process where one connects to the entire internet and then attempts to filter out
malicious or illegitimate traffic, Blacksands, prior to making any network connection at
the edge, dynamically authenticates, authorizes, and provides point-to-point routing
through its external management architecture to pre-defined services (PCs,
Applications, loT Devices).

External Authentication, Internal / On-Prem
Authorization & Dynamic Routing
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3. Project Business Readiness Assessment
Customer to complete the following in preparation for pre-deployment meeting:

Business Assessment

Is there Executive Sponsorship
(yes / no)

Who is the Executive in charge
of Project’s overall success?

Have all the key stakeholders
been identified, including
alternates / replacements, for
Project Outcomes?

Is there a complete Project
Description, including
objectives, scope and budget?

Is there a detailed plan with
schedule and personnel
identified?

Is there an issue resolution
process?

Have testing and acceptance
criteria been identified?

Is there a process for completion
and formal acceptance?

Have the final documentation
requirements been identified?

Have the final turnover and
production requirements been
identified?

Is there a Master Plan for
continued use?

Have the above plans been
shared with Blacksands?
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Network & Service Assessment

VMWare Version

Single or Multiple NIC
Deployment

Name of virtual switch (1)

Firewall(s) Make and Model

WAN/Public IPv4 address (Static

Public IP)

LAN (OT Network) Private IPv4

DMZ Private IPV4 Receiver
Address

Name of virtual switch (2 - if
multiple NIC deployment)

Private IPv4 BiRDS Client/
Service IPv4

Target PC OS Version
Target PC IPV4 Private IP

HTML Service IPV4 Private IP
and Port

SSH Service IPV4 Private
Address
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4. Technical Readiness Assessment

Project Personnel Assessment

Project Point Person

VMWare Administrator
(Responsible to Install and
Configure Receiver)

Firewall Administrator
(Responsible to Configure
External / DMZ / LAN
Networking to Receiver)

IP Address Administrator
(Responsible for External IP
Allocation)

Security Systems Administrator

(Responsible for Security Policy

and Additional Security Systems
i.e. IDS/IPS)

Target PC Administrator
(Responsible to Install BiRDS
and Configure Security)

Target HTML Application
Administrator

Target SSH Service
Administrator

Budgeting

Contracting
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5. Project Personnel Readiness Assessment
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